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1. Categories of existing decentralized RDM solutions

This section categorizes and describes approaches for decentralized research data
management. As this thesis focuses on storing, publishing, and sharing aspects, the
resulting groups are: (1) Peer-to-peer based approach, (2) Blockchain-based approach,
and (3) Data repository (Git) based approach. Each group will be described in detail in
the following.

Peer-to-peer based approach

Peer-to-peer (P2P) network is a distributed application architecture, which connects
each computer as a node (peer) to a network, with equal privileged. Peers play both
roles as suppliers and consumers of resources, which leads to the elimination of a cen-
tralized server. One of the typical characteristics of the P2P is distributed data storage
so that research data might not only stored in one node but also can replicate in some
or all nodes of the network. Besides, one node can directly exchange the data to anoth-
er node in the network. Although P2P can apply for any data type, in this thesis, we
only analyze these implementations which concentrate on research data, i.e., DAT-
Project! and Academic Torrent?.

Dat-Project, shown in Figure 1, provides a new protocol for sharing data between
computers. Dat-Project is free and open-source software, support researchers, analysts,
libraries, and university to achieve and distributed scientific data. By using the peer-to-
peer network in behind, Dat works by linking two computers directly, without needing
a third-party server, to share from small to large datasets between researchers and in-
stitutions.

1 https://dat.foundation/

2 http://academictorrents.com/
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Figure 1 The DAT protocol of Dat Project [22]

Academic Torrent, which its concept is shown in Figure 0, is a distributed system for
sharing enormous research datasets. The Academic Torrent network is built for re-
searchers and by researchers. It has two main components: a site where researchers can
search for datasets, and a BitTorrent backbone (peer-to-peer network) which makes
sharing data scalable and fast.

scalably

Figure 0 The concept of AcademicTorrents.com

Blockchain-based approach

Blockchain is a decentralized, distributed and public digital ledger that is used to rec-
ord transactions across many computers so that any involved record cannot be altered



retroactively, without the alteration of all subsequent blocks. The blockchain is built on
top of the P2P network and added some new elements, i.e., cryptography, consensus
algorithm so that user can store data on dozens of individual nodes, intelligently dis-
tributed across the network. Consequently, no central entity is needed to control access
to a user’s files, which leads to improving security and decreasing costs via decentral-
ized file storage. Datum?® is one of the well-known implementations of using block-

chain technology to store and share research data.

Datum, shown in Figure 3, “is a decentralized data store allowing users to store struc-
tured data securely running on a smart contract blockchain” [23]. Datum uses a DAT
token for data storage and sharing. It leverages BigChainDB and IPFS to provide a
scalable, decentralized data storage backend. The Datum network aims to give re-
searchers efficient and frictionless access to data while respecting the data owner’s

terms and conditions.
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Figure 3 How datum.org works [23]

Data Repository (Git) based approach

Git is a free and open-source distributed version control system (DVCS) and was ini-
tially developed to maintain code repositories in the software industry. Git can be ap-

3 https://datum.org/
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plied to manage research data by “providing a lightweight yet robust framework that
is ideal for managing the full suite of research outputs, e.g., datasets, statistical code,
figures, lab notes, and manuscript” [24]. A Git user can store their data at a local work-
ing directory on their computer. Git provides command-line tools or GUI clients for the
researcher to manage, track, and version data. Later, the researcher can publish their
data by pushing it to Git hosting services (e.g., GitHub, and GitLab) or research data
portals (e.g., Datalad). With Git and Git repositories, researchers have great collabora-
tive tools that enable them to share and co-edit data with their peers.

Git hosting services (GitHub, GitLab) “allow researchers to store and share their re-
search data with the appropriate versions of the files. Other researchers with access
permissions, can read the data, work asynchronously, and merge their contributions at
any time, all the while maintaining a complete authorship trail” [24]. However, there
are some limitations to manage research datasets with original tool. Git is only good at
dealing with smaller files (e.g., GitHub has a size limitation of 100Mb), and the data are
text-based formats (e.g., CSV, XML, JSON). Meanwhile, research datasets are much
more massive and have many different forms, e.g., binary, and blobs. In order to over-
come these limitations and provide more effective and efficient research data manage-
ment portal, there are several implementations which are based on Git but extends it,
by combining some extensions such as git-anex* or git-1fs>. One typical example is Dat-
aLad platform [25].

DataLad® shown in Figure 4, is a data portal, built on top of git-anex and extends it to
enables researchers to operate on research data while transparently managing data
access and authorization. Moreover, DatalLad aims to provide all the tools necessary
for creating and publishing data distributions to data sharing and collaborative work.

4 https://git-annex.branchable.com/
5 https://git-1fs.github.com/
¢ https://www.datalad.org/
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Figure 4 DatalLad and git-anex [26]

2. Comparison

This section compares the previously introduced categories of approaches the re-
quirements presented in section Error! Reference source not found.. Depending on
how each requirement is fulfilled, each category will be rated on a scale of 3 different
levels: “Not Fulfilled”, “Partially Fulfilled”, and “Completely Fulfilled”, which we
mentioned in section Error! Reference source not found.. In all evaluation tables, each
scale will be represented by symbol minus (-), circle (O) and plus (+) respectively. At
the end of this section, Table 6 will summarize the outcomes of the evaluation process.

Ownership of data storage

Regarding the ownership of data storage, the P2P based approaches have the disad-
vantage that research data is not only stayed in our node but also replicated in multiple
nodes of the network. Besides, the data “can be accessed by everyone (by potentially

untrusted peers) and used for everything (e.g., for marketing, profiling, fraudulence, or
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for activities against the owner’s preferences or ethics).” [27]. In Dat Project, there is an
option that allows transferring research data directly from on researcher’s server to
another researcher’s laptop, without replication data. However, this option is just a
temporary solution and only applies to one specific use cases such as “data sharing
between institutions” [28].

In the following, the Blockchain-based approaches have the same disadvantage. For
instance, in the Datum Blockchain project, research data is stored off-chain, in a sepa-
rate Storage Network, which based on the P2P network, shown in Figure 5. Because
direct data storing on the blockchain (on-chain) is expensive and slow to access, and
therefore only a hash of the data is stored on-chain for proof of storage. As a result, the
user’s data is also replicated in many storage nodes, e.g., three nodes by default in Da-

tum.org.

Based on the disadvantage above, both P2P-based and the Blockchain-based approach-
es provide only partial ownership of data storage and therefore receive a “Partially
Fulfilled” rating.

Datum Blockchain Layer Datum Storage Layer

Onchain proof
of storage

Your DApp —b

Direct (fast) data access

Figure 5 Data storage implementation by Datum.org

In contrast, the Git-based method is better in comparison. As its concept, Git itself is
distributed. The user can store the research data on a local working repository on their
computer. For a remote repository, the user has an option to set up their Git server, as

well as using private or public data repositories. In other words, the choice of where to



store data belongs to the user. For that reason, this approach is rated “Completely Ful-

filled”, and Table 1 shows the final evaluation result.

P2P based approach ~ Blockchain-based  Git-based approach
approach

Ownership of data (@) (@) +
storage

+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled

Table 1 Evaluation of Data storage ownership

Data access control

In term of “Data access control”, as shown in Table 0, no “Completely Fulfilled” rating
is given to any of the categories because none of them can fully satisfy all criteria of this
requirement. On the one hand, the Git-based approach and the Blockchain-based ap-
proach receive a “Partially Fulfilled” rating. The former supports data access control,
which relies on filesystem permission’. A “.gitignore” file can be used to configure pri-
vate mode by indicating which files or folder will not be pushed to the remote reposi-
tory and only kept in the local machine. However, access control can only apply per-
repository, not per-file or per-dataset. Whereas, in the latter, particularly in Datum
Storage Network, users can “control over privacy settings and can fine-tune with
whom to share data: share disabled (private mode), share with specific, identified and
known data consumer, or share with everyone” [23]. However, this Blockchain imple-
mentation does not satisfy the criterion of cross-system because data consumer must

have accounts on the same network to gain access.

On the other hand, the P2P based approach receives a “Not Fulfilled” rating because of
the pure P2P system “offers limited guarantees concerning data privacy” [27]. Alt-
hough there is some proposed mechanism to ensure data access control, e.g.,
OceanStore, Past, and Freenet, “these solutions remain insufficient” [27]. For example,
in Dat Project, file shared is encrypted and only accessible by using a unique read key.
Hence, if anyone has this read key, he or she will gain full access to the file, i.e., read,

7 https://wincent.com/wiki/Git_repository_access_control
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download, and re-share. The final evaluation result for this requirement is shown in
Table 0.

P2P based approach  Blockchain-based  Git-based approach
approach

Full data access con- - (@) (@)
trol

+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled

Table 0 Evaluation of Data access control

User support tools

In this requirement, three approaches can be rated as “Completely Fulfilled”, shown in
Table 3. In order to set up data storage, users can run the command line to install a
local server instance (Dat Project, DataLad) or join their node to the Blockchain storage
network (Datum). Moreover, all these approaches provide a useful documentation

page with a clear and step-by-step installation guide.

In order to help the user to interact with the system, both of the Git-based and the P2P
based approaches provide not only the command-line interface but also a web and
desktop applications, e.g.,, Beaker browser®, GitHub website, and GitHub desktop.
While the Blockchain approach supports dApp (decentralized Application) that hides
all the complexity of blockchain in the backend and allows the user interacts through
GUL For example, Datum provides dApp mobile application (iOS and Android apps)

for end-user to manage their data.

P2P based approach  Blockchain-based  Git-based approach
approach

Ease of setup and + + +
use

+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled

Table 3 Evaluation of User support tools

8 https://beakerbrowser.com/
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Support different file types and large file size

This requirement is fully satisfied by the P2P based approach. All nodes in a peer-to-
peer network “share their resources, such as processing power, disk storage or net-
work bandwidth”[29] so that they can handle easily with different file formats and

large file size. Hence, it received a “Completely Fulfilled” rating.

Similarly, by using off-chain data storage, the Blockchain-based approach can effective-
ly and efficiently handle the research data. The Storage layer, which builds on a dis-
tributed network of storage nodes, provides enough storage capacity and ability to
deal with multiple file formats and large file sizes. Therefore, this approach is rated as
“Completely Fulfilled”.

In the Git-based approach, the original Git is less recommended for handling vast and
frequently changing binary files because “every small change to a large binary file will
add the complete file to the repository once more” [30]. Because of this reason, Git re-
mote repositories need to set file size constraint, e.g., GitHub does not allow the user to
push files larger than 100MB. In order to solve the issue of large file size, there are sev-
eral third-party extensions, i.e., git-anex, git Ifs, and git-bigfiles. One implementation is
DataLad’® which use git-annex and extends it to handle research data characteristics.

Hence, this approach can also get a rating of “Completely Fulfilled”.

P2P based approach Blockchain-based Git-based
approach approach
Support different file + 4 +

format and large file
size
+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled
Table 2 Evaluation of Support different file formats and large file size

Data versioning control

Git is a distributed version control system, and it initially designed “for tracking

changes in source code during software development” [31]. But Git also “facilitates

9 https://www.datalad.org/about.html

10
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scientific reproducibility across a wide range of disciplines, from archaeology to zoolo-
gy. [...], the tool allows researchers to store and share their code, analysis scripts, and
data, and to ensure analyses are always executed using the appropriate versions of the
files. Other researchers can then access those files to see how the work was done and to
apply it to their own studies — features that advance research transparency” [32].
Therefore, the Git-based approach satisfies this requirement the best and therefore, is

rated as “Completely Fulfilled”.

In comparison, there is no data versioning control in the original concept of P2P based
approach. However, there are several implementations of the P2P based approach
which can integrate Git in the backend to achieve data versioning control, e.g., Dat Pro-
ject and gri.io'. Therefore, it receives a rating of “Completely Fulfilled”. In contrast, the
Blockchain-based is rated as “Not Fulfilled” because it does not support for data ver-

sioning control.

P2P based approach  Blockchain-based  Git-based approach
approach

Data versioning con- +* - 4
trol

+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled

Table 3 Evaluation of Data versioning control

Metadata integration

Nowadays, metadata becomes “an important part of the entire scientific research data
management” [12]. As a result, all these implementations that we analyzed in this the-
sis, support metadata, but for different purposes and on a different level. For example,
Dat-Project uses metadata to track file history and securely share the file. Datum.org
supports metadata in JSON format and keep it public. Datalad does a step further by
providing JSON-LD metadata, which provides better support. However, regarding the
interdisciplinary aspect, there is no implementation of each approach which uses

10 https://qri.io/
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metadata or any artefacts to support the research data management in an interdiscipli-
nary way. Therefore, all three categories only partially satisfy this requirement, which
gets the rating “Partially Fulfilled”. The evaluation result is shown in Table 4.

P2P based approach  Blockchain-based  Git-based approach
approach

Metadata integration @) @) @)

+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled

Table 4 Evaluation of Support metadata

Data exposure

In term of “Data exposure”, there is no category that can adequately meet this re-
quirement. In the Git-based approach, the “push” command is used to publish data
from the local repository to remote repository, so that other users can access the data.
The remote repository, for example, GitHub or Datalad dataset'!, will become a search-
able source. However, data will be replicated and stored in a remote repository, which
can lead to the issue of data privacy. Therefore, it is rated as “Partially Fulfilled”.

Similarly, the “Data Exposure” of the Blockchain-based approach can be achieved after
data is uploaded to the Storage node and a block which contains a hash of data, is add-
ed to the Blockchain network. Searching function, which is based on metadata, theoret-
ically is possible. However, there is no implementation of this approach works on the
direction to support the interdisciplinary research project, which yields a rating of
“Partially Fulfilled”.

In contrast, the P2P-based approach receives a “Not Fulfilled” rating. Each protocol
that uses the P2P network has a different way to expose, index and search data, e.g.,
the BitTorrent indexes a .torrent file that contains information about how files should
be accessed in a BitTorrent P2P network. Therefore, we rate this approach based on one
implementation for research data management- Dat protocol. When the researcher

wants to publish and share one folder on his laptop, “dat share” command is used to

1 http://datasets.datalad.org/

12
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index all the files and subfolders, generate and share a Dat link to other researchers to
instantly access the data. In other words, the researcher exposes and shares data direct-
ly to his peers. Therefore, no data is indexed to any searchable source, which results in
the “Not Fulfilled” rating.

P2P based approach  Blockchain-based  Git-based approach
approach

Data exposure - @) (@)

+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled

Table 5 Evaluation of Data exposure

3. Conclusion

Based on the evaluation per approach, there are three decentralized approaches to
manage research data, and each of them has it owns a share of merits and demerits. As
a result, shown in Table 6, the P2P-based approach has the most disadvantaged with
two “Not Fulfilled” ratings and two “Partially Fulfilled” ratings. Similarly, the Block-
chain-based approach is received one “Not Fulfilled” rating, but it partially fulfilled
four requirements of Ownership of data storage, Data access control, Metadata Integra-
tion, and Data Exposure. On the contrary, the Git-based method tops the list of ap-
proaches shown in the comparison table and thus indicates the highest potential in all
the categories detailed. However, there are three requirements (Data Access Control,
Metadata Integration, and Data Exposure) that the Git-based can only partially ful-
filled.

Based on the evaluation per requirement, the requirements of “User support tools” and
“Support different file formats, and large file size” are easier to achieve with three
“Completely Fulfilled”. In contrast, two requirements of “Data Access Control” and
“Data Exposure” seems to be the hardest with two “Partially Fulfilled” and one “Not
Fulfilled” ratings. Besides, there is no approach can fully meet the requirement of
Metadata Integration (three “Partially Fulfilled” ratings). And the Ownership of data
storage requirement is only achieved by one group (the Git-based approach).

13



To sum up, several decentralized approaches were already presented and evaluated.
However, each of them has its limitations and cannot satisfy all requirements, mainly
for two crucial requirements of Data access control and Data exposure. Consequently,
there is room for improvement, and a research gap visible to check, especially in the
context of an interdisciplinary research project.

P2P based Blockchain- Git-based

approach based approach approach
Ownership of data storage @) @) +
Data access control - O O
User support tools + + +
Support different file types and + + +
large file size
Metadata integration @) @) O
Data versioning control + - +
Data exposure - ©) @)

+ Completely Fulfilled, O Partially Fulfilled, - Not Fulfilled

Table 6 Evaluation of the decentralized RDM approaches
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