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Abstract—AI components are increasingly integrated into
complex web systems, especially in the context of AI-as-a-
Service. However, trustworthiness of the resulting architectures
is jeopardized by AI biases in the models used, the data they
were trained on, or the way they are deployed. This problem
needs to be addressed by systematic approaches of managing
the AI bias-related risks. We propose AIBDB, an infrastruc-
ture inspired by the Common Vulnerabilities and Exposures
(CVE) system that serves as a knowledge base about known
AI biases and supports software architects in automatically
identifying architectural risks of AI bias. With the first proof-of-
concept implementation of this web-based AI bias management
infrastructure, we conducted a qualitative user study yielding
feedback from 7 participants through thematic analysis of their
112 responses on the usability, usefulness and suggestions for
improvement. We contribute to the development of future fair
and unbiased AI-driven solutions in the web in the context of
the ongoing research on Trustworthy and Human-centric AI and
the increasing importance for organizations to address AI bias
through recent regulations.

Index Terms—AI Bias, Trustworthy AI, Human-centric AI,
Risk Management, AI-as-a-Service, Software Architecture.

I. INTRODUCTION

Artificial Intelligence (AI) has become an integral part of
modern web systems (cf. AI-infused systems [1]), supporting
applications ranging from personalized recommendations to
automated decision-making as organizations are increasingly
aware of the potential benefits [2], [3]. AI Integration varies
from simple rule-based systems to usage of pre-trained AI-as-
a-Service models trained by third parties. Such AI components
in web systems can represent speed-ups through automation
and add functionalities that would be difficult to implement
otherwise [3] and augment human capabilities [2]. The deci-
sion to employ AI components and their results quality impacts
web system’s users and indirectly, e.g. through damage to
reputation and exposure to lawsuits [4], also the organization
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that operate them [3]. Therefore, Trustworthy AI has received
much interest in research [5] and policy making [6], [7].

However, biases are becoming an increasingly critical is-
sue in AI systems. Bias can stem from imbalanced training
data, flawed algorithmic design, or unintended consequences
of deployment, potentially causing unfair or discriminating
outcomes. For example, biased AI systems can reinforce
stereotypes and existing inequalities, and lead to significant
societal harm. AI biases represents a risk for the organization
deploying AI components [8], as bias can lead to negative user
experiences, loss of trust, and potential legal consequences
[4]. Avoiding bias is essential for ensuring the fundamental
rights of equality and non-discrimination as basis for building
Trustworthy AI systems [6]. Recently, aspects of risk, com-
pliance and data governance are becoming central parts of
organizations AI strategies [3], [8].

For these reasons, addressing AI bias in web systems is
essential to ensure fairness, transparency, and trust. Security-
related risks such as vulnerabilities and exposures, in con-
trast, are well understood and have been extensively studied,
which lead to the creation of systematic approaches for their
management. However, the management of AI bias is still an
newly evolving field, with many open challenges remaining.
Futhermore, as web systems increasingly influence societal
and individual decisions, managing AI bias in them is not
just a technical challenge but also of high ethical and societal
relevance. Recent legislations like the EU AI Act [7] and
the Algorithmic Accountability Act [9] in the US highlight
the increasing need for organizations to address bias in AI
systems.

This paper aims at exploring management of AI bias in
the design of complex web systems. We take inspiration from
the well-established field of security risk management and
propose a systematic approach to capture bias information
in a public web-based knowledge repository similar to the
Common Vulnerabilities and Exposures (CVE) system [10].
Our novel approach specifies a software architecture and

Self-archiving copy of : S. Heil, J. Ferdous, A. Gaber and M. Gaedke, “An Infrastructure for Managing 
AI Bias in Complex Web Systems”, AICCSA2025, Oct. 2025. 10.1109/AICCSA66935.2025.11315299

https://orcid.org/https://orcid.org/0000-0003-2761-9009
https://orcid.org/https://orcid.org/0009-0009-5955-9996
https://orcid.org/https://orcid.org/0000-0002-7308-2153
https://orcid.org/https://orcid.org/0000-0002-6729-2912


data model for representing known AI biases, which enables
software architects to assess the risk of AI bias in their web
system designs and get information about potential mitigation
strategies. By this, we seek to contribute to the development
of future fair and unbiased AI-driven solutions in the web.

The remainder of this paper is structured as follows: Sec-
tion II reviews related work and background on AI bias and
risk management. Section III presents our proposed archi-
tecture and data model for an AI bias registry. Section IV
discusses the evaluation of our approach through illustrative
scenarios. Finally, Section V concludes the paper and outlines
directions for future work.

II. BACKGROUND AND RELATED WORK

AI bias refers to the systematic and unfair discrimination
against certain groups or individuals in AI systems. It can be
introduced in a system both intendedly and unintendedly and
represents a complex challenge due to socio-technical nature
of AI systems and their potential to interfere with legally
protected attributes such as race, gender, religion or disabilities
[8]. In the following, we provide an overview on the research
on AI bias detection/mitigation and management, and position
our work in relation to that.

Bias Detection and Mitigation Techniques. A strong focus
of current research in addressing AI bias is on bias detection.
Various methods have been proposed to detect bias in AI
systems, including statistical tests, adversarial testing, and
interpretability techniques [11].

Statistical tests assess the fairness of predictions across
different groups (e.g. demographic minority groups), while
adversarial testing involves the creation of scenarios that can
reveal biases in model behavior. Alelyani et al. [12] propose
a method for bias detection in machine learning models that
alternates values of potentially biased features and observes
the impact of these variations on the predictions. In contrast,
outcome testing allows to detect biases without requiring prior
knowledge of the model’s internal workings or relevant fea-
tures, by comparing the outcomes of different groups based on
the concept of predictive parity [13]. Benchmarking the result
distributions based on the distribution of sensitive features like
race or gender is another alternative to detect biases [13].

Adversarial testing can be used to address dataset biases
through iterative re-training and aggressively filtering over-
sampled counterfactuals [14] or a more bottom-up model-
based approach removing spurious artifacts in the data [15].

Interpretability and explainable AI (XAI) techniques are a
different approach to bias detection, as they make the often
hidden decision-making criteria of AI systems visible. For
instance, it has been shown that the application of SHAP
(SHapley Additive exPlanations) can support the detection of
structural bias in convolutional NN models [16].

First efforts can be observed to consolidate bias detection
and mitigation algorithms in one place in order to facilitate
practitioners to assess and address bias in their AI systems,
such as in AIF360 [17]. Unlike the bias detection techniques

outlined above, our approach focuses on the systematic man-
agement of bias-related information in complex web systems,
enabling software architects to assess and mitigate risks from
AI bias in their designs with regard to already known biases.

AI Bias Management. Management of AI bias has not
yet received similar attention like its detection and mitigation.
However, managing AI bias is an crucial aspect of the wider
topic of AI risk management aimed at minimizing the “an-
ticipated and emergent negative impacts of AI systems” [8].
Roselli et al. propose to combine “quantitative assessments,
business processes, monitoring, data review, evaluations and
controlled experiments” [4] for a wholistic approach of manag-
ing bias. They particularly point out that with increasing use of
AI models from sources outside the organizations employing
them (cf. AI-as-a-Service), bias management processes should
not require a deep understanding of AI models’ inner workings
in order to be applicable in industry scenarios with non-
technical management stakeholders, auditors or regulators [4].
Our AI bias management solution follows the same rationale in
treating AI components as blackboxes with only metadata like
the model identifier available, and the supporting infrastructure
we propose in section III is intended as a “targeted toolset”
[4] for the evaluation activity proposed by Roselli et al.

Consideration of AI bias is particularly important at the
early stages of the AI lifecycle, i.e. in the Pre-Design and
Design & Development stage where the selection of datasets
and models can have a strong impact [8]. A Human-centered
Design process and ensuring human oversight are important
for managing AI bias related risks, where a “risk mitigation
mindset” — that means accepting that biases can occur and
need to be mitigated quickly — is crucial [8]. In this context,
our proposed solution is a contribution to facilitate quick
awareness and reaction to the presence of biases in complex
web systems once they become known. Transparency is a key
objective for managing bias and has recently been addressed
by proposals like Model Cards [18].

The AI Incident Database (AIIDB) [19] pursues a similar
objective by focusing on information sharing [8] about AI-
related incidents across stakeholders. While not specifically
targeting AI biases, it takes inspiration from the NTSB aviation
incident database and the CVE system. The platform we
propose in section III represents a database of known AI biases
with a dedicated focus on their technical representation and
interfaces that enable integration with architectural modeling
tools to support automatic identification and notification use
cases for software architects.

III. AI BIAS MANAGEMENT WITH AIBDB

In this section, we present our solution to facilitate AI bias
management for Software Architects of web-based systems. To
that end, we propose a novel software architecture – AIBDB–
that specifies a platform for capturing known AI bias informa-
tion with a focus on enabling support for automatic detection
and notification about AI bias related risks in architectural
models of web-based systems. Figure 1 provides an overview
on the architecture of AIBDB, its main components and their
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Fig. 1. Architecture of the AIBDB infrastructure

interactions with each other as well as its integration into
an architectural modeling solution to enable notification and
support functionality for software architects. The two-sided
nature of the figure reflects the two main use cases of AIBDB:
(i) the left side shows the interaction of users with the AIBDB
platform to search for known AI biases and submit new bias
reports, and (ii) the right side shows the integration of AIBDB
with architectural modeling tools to enable automatic detection
and notification of potential bias risks in architectural models.
The target audience is divided into two groups likewise:
(i) direct users of the AIBDB platform, who are interested
in searching for known AI biases and submitting new bias
reports, and (ii) software architects, who are interested in
assessing the risk of bias in their architectural models and
receiving notifications about potential bias risks. Similar to the
CVE system [10], the AIBDB platform is intended to be used
by a wide range of stakeholders, including software architects,
data scientists, and AI researchers, as well as organizations and
regulatory bodies interested in monitoring and managing AI
bias, and the direct platform users create the knowledge base
of known AI biases that is then used by the software architects
using a community-driven/crowdsourced approach.

Therefore, the AIBDB platform is designed to be a pub-
lic web-based knowledge repository for known AI biases,
similar to the CVE system [10]. The AIBDB architecture
consists of three main components: the Platform User
Interface, the Bias DB, and the Public API. The
Platform User Interface is the main entry point for
users to interact with the AIBDB platform itself. It provides
a web-based interface for users to search for known AI
biases, view detailed information about them, and submit new

bias reports. The Bias DB is the core component of the
AIBDB architecture, where all known AI biases are stored.
We describe the data model of the Bias DB in detail in
section III-A. The Public API provides an interface for
external systems to interact with the AIBDB platform, in
particular to enable the automatic notification of software ar-
chitects about potential bias risks in their architectural models
through integration with architectural modeling tools.

A. Data Model of the AIBDB Platform
To support the above functionalities, a data model capturing

the relevant information about known AI biases is required.
At the core of the data model is a list of Bias entities, each
representing a known AI bias. Each Bias entity has a unique
identifier (id) and a set of further attributes that describe the
bias in detail. The format of the identifier follows the pattern
of the CVE system [10] as follows:

<Prefix>-<Year>-<Sequential Number>

in which:
• Prefix is the constant string AIB to indicate that it is

an AIBDB AI bias identifier,
• Year is the year of the bias submission to encode

recency information in the identifier itself and providing
a namespace-like structure limiting the required length of
the Sequential Number, and

• Sequential Number is an increasing number as-
signed to the bias within that year with a length of four
digits1.

1Four digits are currently used for CVE identifiers, allowing for 10k
CVEs/AI Biases per year



The type attribute indicates the specific type of the bias
itself – not to be confused with the type of the bias source,
which is addressed below – and can take various types such as
gender, racial, social etc. The description attribute pro-
vides a human-readable representation of the bias, including its
source and potential mitigation strategies and should be written
in a way that is understandable for non-AI-experts. The content
of this attribute is used for displaying the bias information in
the Platform User Interface as well as in systems
that integrate with the platform such as architectural modeling
tools in order to support software architects in dealing with
potential bias risks in their designs. The applies-to at-
tribute connects a Bias entity to FilterSpecification
that aggregates information relevant for the matching of known
AI biases with the architectural models of web systems.

A FilterSpecification has an attribute
source-type that indicates type of the the source
of the bias and can take one of the following values:
source-type ∈ {dataset, algorithm}. The source
attribute is a reference to the bias source which, depending
on the source-type, points to either a Dataset or an
Algorithm entity. As both Datasets and Algorithms evolve
over time, the FilterSpecification comprises of two additional
attributes: versions and published. The versions
attribute is applicable for Datasets and Algorithms which
use a semantic versioning scheme2 to distinguish different
releases and it can use a syntax similar to the one used in
Python package management3. This allows to specifify a
single version, e.g. 1.0, as well as a minimum or maximum
version, e.g. <3.0 or >=1.0, or specific range of versions,
e.g. >=1.0,<3.0. Alternatively, the published attribute
can be used to specify a date range in which the bias is
applicable. We propose to use the ISO ISO 8601-1:2019
date format4 for the published attribute, which allows to
specify a single date to refer to a point in time at which the
Dataset or Algorithm was published, e.g. 2025-05-05, or
a date range, e.g. 2023-10-01/2024-10-01.

The Dataset and Algorithm entities are used to repre-
sent the specific sources of the AI biases. Both have a name
attribute that provides a human-readable name for displaying
them, as they are used to enable autocompletion/selection of
already known Datasets and Algorithms in the Platform
User Interface when submitting a new bias proposal.
Bias, Dataset and Algorithm entities connected to

potentially several Reference entities that provide addi-
tional information about the bias. These references can either
be in the form of a citation to a scientific paper or a URL to a
website that provides more information about the bias, dataset
or model, using the corresponding attributes.

The AIBDB data model is designed to be extensible, al-
lowing to add new bias types, algorithms or datasets on the
instance data level without requiring changes to the underlying

2cf. https://semver.org/
3cf. https://pip.pypa.io/en/stable/user guide/
4cf. https://www.iso.org/standard/70907.html

data model structure.

B. Integration with Architectural Modeling Tools
To facilitate identification of known AI biases present in

web system designs, AIBDB integrates with architectural
modeling tooling. Conceptually, this is achieved through the
provision of a REST interface exposing the public API of
the AIBDB platform and the integration into an modeling
editor as an extension. Using the information about known
AI biases from the AIBDB platform, this extension checks
an Architectural Model for matching characteristics
through a Bias Matching Engine. If biases are found to
be present in the Architectural Model, the Notifications
Engine alerts the Software Architect who initiated the check.

The Bias Matching Engine identifies known biases
by looking for the bias identification patterns expressed in
the FilterSpecification of the AIBDB data model
(cf. section III-A. Therefore, the architectural model fulfills a
similar function like a software inventory when checking for
CVEs [10], providing an information source that represents AI
Algorithms and Datasets involved in the web system’s design.

The Notifications Engine is responsible for dis-
playing information about the known AI biases found in the
architectural model. For this, it needs to visually highlight
affected components of the system architecture and modify
viewport and zoom level to ensure visibility in complex and
large architectural models. It is also responsible for displaying
additional information about the biases as represented in the
description attribute in the AIBDB data model.

Our proof-of-concept (PoC) implementation showcases this
integration with an existing editor for WAM (WebComposition
Architecture Model), as WAM represents a visual architectural
modeling language for federated web systems which has been
extended to address security and authorization aspects and
that defines an ontological mapping allowing to represent the
modeled architectures as RDF-based knowledge graphs [20],
providing a solid basis for the querying required for the Bias
Matching Engine and a high level of interoperability due
to the mature ecosystem of the Semantic Web. ?? shows an
example of found biases in the AIBDB extension.

IV. EVALUATION

For a pilot evaluation of AIBDB, we performed empirical
experimentation with the PoC implementation. The evaluation
objective is to get a first feedback on the usability and
usefulness of AIBDB in supporting bias-aware design of
web systems. To that end, we chose to employ a qualitative
methodology in the form of a user study that consisted of task-
based interactions with AIBDB followed by structured post-
task interviews. This research design allowed us to pursue an
exploratory user-centric approach to understand how engineers
use the features of AIBDB and what supports or impedes them
in the main use cases of Checking and Information

A. Material
Three main materials were used in the experimental evalu-

ation: 1) the proof-of-concept implementation of AIBDB, 2)
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the set of scenario tasks the participants had to perform, 3)
the post-task questionnaire. All materials are available along
with the evaluation data as part of the replication package5.

The PoC implementation of AIBDB consists of two parts:
the AIBDB platform itself and the integration into an existing
WAM editor. The platform was implemented using JavaScript,
using Node.js with Express.js for the platform backend and
REST API. The AIBDB frontend is developed component-
based using React. The data model presented in section III-A
was realized using PostgreSQL. Integration with the WAMflow
was implemented in Next.js Server-side rendering (SSR).
For the experimentation, the implementation was hosted on
Vercel, deploying the backend on Render and the database on
Supabase. These running versions of the AIBDB platform6

and the integration in WAMflow7 are available for review.
Two scenario tasks were designed for the empirical exper-

imentation. Task T1 represents interactions with the platform
user interface for the use cases of AI Bias Submission and
Information.It comprises submitting a new bias to the platform
and using the search and filter features to look for information
regarding an existing AI bias. Task T2 represents the Checking
use case of the AIBDB extension of the WAMflow architec-
tural modeling editor. It comprises the creation of a WAM
model with an AI component and a dataset which are subject
to known biases and the use of the detection capabilities to
get notified and review the bias details.

The post-task questionnaire contains a demographics section
(age, gender, occupation, professional experience) followed
by the 6 specific modules with 16 open-ended questions
and was adminstered via Google Forms. The 6 modules for
the qualitative data collection were focussed on the general
User Experience (2 questions), usability wrt. interface and
navigation (5), usefulness of the overall solution (3), workflow
and integration (2), required improvements (2) and further
recommendations and comments (2).

B. Procedure

The experimental procedure is based on the six-phase
methodology for thematic analysis by Braun and Clarke [21].
For the raw data collection, after introduction to the experi-
ment and consent to participate, each of the participants was
performing both tasks based on the task descriptions. About
10-15 minutes were needed for task T1 and 15-20 minutes
for task T2 due to its slightly higher complexity. After task
completion, the post-task questionnaire was used to capture
the participant’s perceptions and opinions about AIBDB. After
initial familiarization with the collected participant responses,
the initial coding was performed. Resulting codes were then
clustered and organized into overarching themes that were
then re-checked against the responses for consistency and
relevance, resulting in refined themes. Then, naming and
definition of the refined themes was performed and a report
with illustrative quotes was created.

5anonymized for review: https://figshare.com/s/04be04d7cbb190c38235
6https://bias-management-system.vercel.app/, temp. login admin:admin123
7https://wameditor.vercel.app/homePage

C. Results

Orienting on Nielsen’s rule of thumb for qualitative usability
studies [22], we recruited 7 participants (4 male,3 female) who
performed the tasks of the user study outlined above between
May 21 and June 3, 2025, collecting a total of 112 responses.
The age distribution of our participants is as follows: 18-24
years: 1 participant, 25-34 years: 3 participants, 35-44 years:
2 participants, 45-54 years: 1 participant. 2 participants self-
qualified themselves as Master students, 1 as PhD student, 2
as Web Developers and 2 as Software Engineers. In terms
of professional experience, 1 participant was in the range
up to 1 year, 4 had up to 3 years, 1 up to 6 years and
1 up to 10 years. Across all participant responses, we have
identified the 6 recurring themes.The detailed results from our
experimentation are available in the replication package6.

D. Discussion

Findings by Themes. In the following, we briefly outline
the findings in the 6 identified themes.

Interface Intuitiveness/Clarity was seen mostly positive, as
the majority of participants found UI layout and design logic
intuitive and goal-oriented, highlighting the clear separation
between the modeling pane and the metadata panel as a
strength. Expectedly, especially participants with lower previ-
ous experience found the architectural modeling itself difficult.

Functional Comprehensiveness/ Workflow Support was gen-
erally perceived positive. Likewise, all participants were able
to complete the tasks without major interaction problems. In
particular, the simplicity of the bias detection feature was
praised. For the bias detection result list, an improved filtering
was suggested when dealing with larger models. This was also
the most frequent of all suggestions.

Visual Feedback/ Navigation Limitations. The coded seg-
ments belonging to this theme focused on the highlighting
of architectural components with known biases, which was
well-received for simpler models. However, more complex
architectures were considered more difficult due to the au-
tomatic zooming feature requiring manual re-adjustments to
improve context understanding. Similarly, the understanding of
the clickable zones in an architectural model was challenging
for some users. These feedbacks highlight the importance
for further improvements of the notification mechanism and
interaction with the model in the modeling pane of the editor.

Metadata Structure/ Traceability feedback concentrated on
clarity of the AIBDB data model as represented in the property
pane of the editor and the platform user interface, indicating
a good understandability and clarity of the corresponding
attributes. Suggestions for improvement comprised addition of
a search/filter functionality for the editable metadata attributes.

User Responsibility/Role as recurring theme in the feedback
shows a good understanding of the different capabilities de-
pending on the user role. We did not record negative feedback
regarding this theme.

Improvement was the theme in several user responses. In
addition to the aspects mentioned for the specific themes
above, participants also suggested adding a guidance for new

https://figshare.com/s/04be04d7cbb190c38235
https://bias-management-system.vercel.app/
https://wameditor.vercel.app/homePage


users not familiar with AIBDB, especially for users with lower
architectural modeling expertise.

Threats to Validity. Internal validity of the presented pilot
evaluation is primarily limited by the convenience sampling of
the participants and the coding procedure. We addressed this
by ensuring the same neutral introduction was given to all
participants and the questionnaire was followed and presented
in the same way, trying to minimize bias. For the thematic
analysis, we followed the established guidelines by Braun and
Clarke [21] and had one researcher conduct the analysis with
a second researcher verifying.

External validity is limited by the study design and the
demographics of the participants. While the total number of
7 participants is sufficient and common for qualitative evalua-
tions, a larger-scale quantitative/mixed-methods evaluation of
the proposed approach is required with the improved version
based on the qualitative feedback gathered in this study.
For that reason, we are not making any claims towards the
representativeness of the overall positive feedback from the
participants. Generalization of our experimental results beyond
the presented analysis is not intended andas the primary
purpose was to identify problems and areas for improvement.

Construct validity is threatened by the design of the ques-
tionnaire. We designed it to cover a wide range of aspects of
interest in the 6 modules and open-ended questions allowing
participants to bring up interaction problems and suggestions
unforseen by us. For coding consistency, we used the two-role
verification process mentioned above.

V. CONCLUSION

In this paper, we proposed a novel approach for manag-
ing AI bias in architectural designs of web system inspired
by CVEs, comprising of a software architecture and data
model for representing known AI biases. It enables software
architects to assess the risk of AI bias in their web system
designs, contributing to the development of future fair and
unbiased AI-driven web solutions. Unlike existing approaches,
we address identification of known biases at the design stage.
In a qualitative pilot study, we gained insights in the appli-
cability, limitations and areas for improvement of AIBDB.
All implementation and experimental materials are provided
to allow to replicate our experiments and extend the approach.

Future work aims at transforming the experimental feedback
into an improved version of the platform and the integration
with further architectural modeling tools and the combination
with model cards [18]. The updated version is planned to be
evaluated in a larger-scale user study with industry partners in
the context of project anonymized . Possible future extensions
of our approach would be an integration with AIIDB or the
CVE system.
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