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Abstract. The World Wide Web (WWW) was created as an open plat-
form where individuals could freely create, share, and interact with in-
formation. However, the growing complexity of web engineering and the
dominance of proprietary platforms have reduced non-specialist users
to passive consumers. Challenges such as surveillance capitalism and
disinformation further emphasise the need to restore openness and ac-
cessibility for everyday users. Building on our prior low-code web re-
search, we propose a new vision of the web called MoralWeb inspired
by Blackwell’s "More Open Representations, Access to Learning, and
Control Over Digital Expression’ (Moral Codes). Therefore, MoralWeb
combines decentralised ownership, intuitive low-code tools, and educa-
tional resources to empower non-specialists with Moral Codes in the
WWW. MoralWeb provides learning and development environments di-
rectly in the browser, enabling users to create web applications with a
shared state and identity and access management (IAM). With an wiz-
ard mode, users can create, share, and interact with decentralised data
sources. We want to prioritise the user’s ability to act, comply with the
General Data Protection Regulation (GDPR) and data sovereignty, and
offer a pathway toward an equitable and participatory web.

Keywords: Web Architecture - Moral Codes - Human-centric AI - Web
Development - User Participation

1 Introduction

Tim Berners-Lee designed the WWW as an open framework for democratis-
ing scientific knowledge and search efforts [1,2]. It changed the way individuals
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create and share content [1,2]. However, the Web’s transformative potential
was overshadowed by profit-orientated platforms, which prioritise monetisation
over inclusivity [3,5]. Therefore, Zuboff introduced the term surveillance cap-
italism [5]. The comfort of sharing content through social networks has been
used to build substantial user bases, but it has been compromised by disin-
formation and advertising [6]. Simultaneously, the growing complexity of web
development makes it difficult for non-specialist users to learn how to create
web applications [7]. This development raises questions about the WWW ideals
of equality and accessibility [8,9]. In addition, this also brings to light issues
about privacy and ethical dilemmas. With the increasing integration of AI and
the Web, exchange with Human-Centric Al research becomes more relevant in
Web Engineering. Therefore, democratising the WWW is urgent and important.

This situation requires solutions that go beyond proprietary systems and
enable users to protect their autonomy while drawing on the school experience
with HTML that they usually have [10]. For business developers, this means
lowering development expenses [19]. For everyday users, it focuses on regaining
control over personal data and digital interactions [5]. Addressing this broad
spectrum of needs calls for a concept of a system that bridges the gap between
existing technology, security, scalability, transparency and user-friendliness .

This vision paper outlines a vision of a web framework called MoralWeb
that merges Solid principles [8] with low-code web development and ethically
grounded design principles. Drawing on Blackwell’s Moral Codes [9], we sketch
an ecosystem that foregrounds data sovereignty, human-centred interfaces, and
educational accessibility. The MoralWeb tries to create a more inclusive and
sustainable WWW landscape. Therefore, we try to answer our first research
questions on this broad topic:

— RQ1: What should a web architecture look like that focuses on decentralised
data ownership, transparency, and Moral Codes?

— RQ2: Which design principles and educational resources empower diverse
stakeholders to participate in a future web?

At first, we will discuss and compare MoralWeb to the actual research state
of the WWW with data sovereignty, frameworks and low-code tools, and educa-
tional resources. Afterwards, we present the core principles, key users and their
use cases with a deep dive into a possible architecture. Our early vision closes
with its limitations, challenges and strategies for future development.

2 Background & Related Work

Evolution of the Web, Centralization & Decentralization: Designed
as an open platform, the WWW democratized access, creation and sharing of
information [1]. The early versions focused on simple declarative HTML to be
accessible to individuals with limited technical expertise [1,7]. However, it be-
came a battleground for commercialization as part of surveillance capitalism [5],
and only a few influential players dominate this area and its development [7].
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Therefore, the Solid project was introduced to restore control over user data
even in third-party systems [8]. The goal is to protect user data while maintain-
ing the open ethos of the WWW [8]. Data portability and interoperability are
increasingly recognised as vital principles to maintain user autonomy in online
ecosystems as part of the GDPR [15]. Also, industry practitioners such as Datev
are implementing solutions to this approach [20].

Ethics, Digital Well-Being, and Thoughtful Design: The evolution
of the Web is not profoundly ethically driven because of its commercialisation
in the 2010s [18]. Currently developed systems include risks such as addictive
user interfaces. [17]. As Al-driven algorithms mediate digital platforms, concerns
over user attention and mental health have taken centre stage [13]. Moral Codes
emphasises the need for tools that help users to shape their digital experiences
actively, such as the famous Microsoft Excel [9]. In addition, the ICWE 2024
emphasized this by "Ethical and Human-Centric Web Engineering: Balancing
Innovation and Responsibility in Web Technology’ [4].

Bridging Education Gaps with Low-Code Solutions: A challenge in
web participation is the unequal distribution of informatics education across re-
gions and demographics [10]. Studies highlight how differences in education limit
many students to engage with web technologies [10]. Proprietary low-code plat-
forms such as Bubble or Webflow address these barriers [11]. This is an evolution
of the End-User-Development approach to empower individuals with limited ex-
pertise to create web applications [12,11]. By abstracting configurations, such
platforms open the door for citizen developers to engage in web development [14].
Schmidt and Miinch demonstrate how free web components and generic REST-
ful services enable non-specialists to embed live database content into enterprise
systems [19]. While traditional frameworks like htmx, Angular and React focus
on experienced developers.

MoralWeb differs from previously approaches, which is shown in table 1. Un-
like these traditional approaches, which focus solely on development tools for
experienced users, MoralWeb combines a Learning and Development Environ-
ment with decentralized data ownership and DevOps systems like GitHub.

Feature MoralWeb Web Frameworks Low-Code Systems
(Solid, Low-Code) (React, Angular) (Bubble, Webflow)

Openness 5 (Fully open) 3 (Partially open) 1 (Closed)

Data Control 5 (User-owned) 3 (Depends on hosting) 1 (Platform-controlled)

Ease of Use 4 (Low/No-code) 2 (Coding) 5 (No-code)

Customizability 5 (Highly flexible) 5 (Full control) 2 (Limited)

Privacy 5 (self-hosted) 3 (Depends on setup) 1 (Vendor-controlled)

Table 1. Comparison of MoralWeb, Web Frameworks, and Low-Code Systems. The
scale ranges from 1 (lowest) to 5 (highest)
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3 The Vision of MoralWeb

In this section, we describe MoralWeb’s vision and core principles, key stake-
holders, system architecture, and educational resources.

3.1 Core Principles

Decentralized Data Ownership & RESTful Abstraction: Decentralized
Data Ownership and RESTful Abstraction are built on the principle that users
maintain complete control over their data [8]. Instead of relying on hand-coded
endpoints, our approach provides a streamlined RESTful interface that includes
service discovery, standardized schemas (such as OpenAPI), and token-based
security. This layer automates IAM, allowing for secure, privacy-focused inte-
grations. There is nearly no manual intervention needed.

Low-Code Development & Educational Accessibility: Based on our
prototype [19], our low-code strategy empowers a wide audience to create web
solutions. Recognizing that basic HTML is already part of many school cur-
riculums [10], we offer user-friendly web components, visual configuration tools,
discoverable RESTful web services with OpenAPI or Solid pods, and automated
security setups. Therefore, we enable learners to move seamlessly to fully func-
tional, secure, data-driven applications.

Ethical Design & Moral Codes: Based on Moral Codes, we weave pri-
vacy, equity, and agency into every layer of our concept [9]. Specifically, we
prioritize More Open Representations by making system details transparent to
users, Access to Learning by building on school-level HTML skills and low-code
tools, and Control Over Digital Expression by enabling self-hosted pods for per-
sonal data ownership [8-10]. This approach ensures that novices can join the
MoralWeb.

3.2 Key Stakeholders

Business developers need tools that reduce development overhead and inte-
gration costs, enabling them to build dynamic, data-driven applications without
extensive technical expertise. Intuitive visual configuration and discoverable data
endpoints allow efficient customization.

Learners need accessible tools to advance from basic HTML to more com-
plex technologies. MoralWeb provides educational materials and low-code envi-
ronments that complement existing curricula.

Platform operators need observable, maintainable and scalable infrastruc-
tures that support applications with data privacy and security.

3.3 Key Scenarios

MoralWeb aims to streamline key aspects of modern web development. Below,
we outline our primary usage scenarios.
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Wizard Mode: Users are familiar with modern Graphic User Interfaces
with Drag-and-Drop functionality. Therefore, the framework should allow users
to arrange content and components visually, similar to assembling LEGO pieces,
with event-based interactions. Therefore, low-code tools should have mechanisms
to wire components, forms, data models, and actions to relevant web services.
Web browsers should allow direct editing within the browser. This way, changes
can be saved to a hosting or local development platform.

Data Connection and Shared State: To integrate data, we must simplify
the integration of services, using standardized interfaces like OpenAPI. Based
on these data connections, the wizard provides an interface to design web appli-
cations for creating, reading, updating, and deleting data using these services.
Additionally, IAM offers authentication mechanisms like OAuth2 to offer easy
activation and configuration to reduce manual setup overhead.

Learning Mode: The learning mode is for teachers and students. It focuses
on business, grammar school, or early university learners. A teacher-led curricu-
lum will support educators in guiding students through hands-on exercises that
reinforce fundamental web development principles.

3.4 System Architecture

To answer RQ1, the architecture of MoralWeb consists of the core environments
Web Data Platform, Client Platform and Web Platform (see Fig. 1). The Web
Data and Web Platform could be hosted by providers or on-premise. Essential
are the interfaces between these environments. Using existing technologies (see
Fig. 1), such as common web servers like NGINX or Apache, enables the solution
to be scalable in the WWW environment.

The user interacts with the web browser on the Client Platform extended by
a Learning environment and Development environment (DevEnv) (step 1, Fig.
1). Inside the DevEnv, a local Git repository gets created for each project, and
a local webserver is running so a preview can be displayed in the Web Browser.
The DevEnv is connected to the Web Data Platform Configuration Service to
select a specific Data Container like a RESTful Webservice with OpenAPI or
a Solid Pod (see Fig. 1). After a project is ready to deploy, it gets transferred
through Git into the web-based DevOps system (step 2). The used Web Data
and Web Platform can be configured in DevEnv.

The DevOps system is used to host MoralWeb projects. The repositories are
connected to Deployment Pipelines, which build, test and transfer the projects
to a web server (step 3). Afterwards, the user can open the published project
in the web browser (step 4). In the runtime phase in the browser, the user can
authenticate against the TAM (step 5) and use a generated token to identify
after the data containers (step 6). The data loading differs from traditional web
applications where data is rendered on the webserver.

This system must cover the Moral Codes aspects of Open Representation
through our low-code approach inside the browser and control over digital ex-
pression through Solid Data Pods or private RESTful Webservices with Ope-
nAPI.
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Fig. 1. The architecture of MoralWeb consists of a Web Data Platform, a Web Plat-
form, and a Web Browser. The green components already exist, but the grey compo-
nents have to be created.

3.5 Educational Resources

Educational materials play a major role in involving our stakeholders (RQ2).
These materials should include documentation, tutorials, references, interactive
learning, and videos. Each type caters to the distinct learning requirements of
various groups, enabling them to successfully adopt and make use of the Moral-
Web. To ensure broad accessibility and sustainability, MoralWeb’s educational
content should be aligned with the principles of Open Educational Resources
(OER). The content should be created with partners such as W3C, universities,
schools, and private educational institutions.

Beginners benefit from guides, tutorials, and interactive tools, enabling self-
paced learning or use in formal courses to master the basics. Practical guidance
is for business developers. Tutorials and concise documentation will enable these
users to quickly find solutions to their needs without requiring extensive technical
expertise. For platform operators, detailed reference materials are crucial. These
resources should provide in-depth information about the Moral Web.

This approach aligns with the ” Access to Learning” principle from Blackwell’s
Moral Codes, ensuring that MoralWeb remains inclusive and accessible.

4 Challenges, Limitations, & Future Directions

MoralWeb presents our vision of combining Moral Codes, existing web technolo-
gies, and areas for improvement to democratise the WWW. Technically, the
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distributed data architecture builds on existing technologies such as Solid Pods
and OpenAPI, which have been demonstrated to provide scalable and secure
data ownership solutions [8]. In addition, adapting to evolving web standards
(e.g., WebAssembly, HT'TP/3) are significant hurdles. Security measures, such
as automated CORS handling and TAM, are essential to control digital expres-
sion. Socially, resistance to new models and the need for culturally inclusive
resources require collaboration with global stakeholders and targeted educational
efforts. Sustainability is also challenging because maintaining an open-source
system demands innovative funding models and partnerships with browser man-
ufacturers to integrate native editing tools. MoralWeb aligns closely with the
European Union’s strategic emphasis on digital sovereignty [16]. It enables cit-
izens to retain control over their data and reduce dependence on centralised,
non-European platforms - data privacy features position MoralWeb as a driving
force for Europe’s digital independence. Therefore, EU funding through pro-
grams like Horizon Europe offers an opportunity to support its development
and sustainability. Key open questions include:

— What funding mechanisms can support MoralWeb without introducing con-
flicts of interest? Can grants from organizations like the EU’s Horizon Europe
or W3C partnerships provide long-term support?

— Should MoralWeb be managed by an open-source community, a nonprofit,
or an academic-industry consortium?

— How can MoralWeb incentivize adoption by developers and businesses, given
the dominance of existing web frameworks and low-code platforms?

Our strategy for future efforts will prioritise 1) partnerships with global stake-
holders such as W3C and universities, 2) prototyping of a small-scale Moral Web,
3) creating validation concepts and user studies, and 4) validating and refining
through user studies MoralWeb’s impact.

5 Conclusion

Inspired by Solid, ”One Hundred Years of Web”, and Moral Codes the Moral Web
envisions a WWW grounded in ethical principles, empowering users to reclaim
control over their data and shape their digital environments. Aligned with GDPR
compliance and ethical design principles, MoralWeb advances user-centric tech-
nologies to create a more equitable, participatory, and humane web by mainly
using existing technology. In the following steps, we aim to establish a collab-
orative group of researchers, developers, and stakeholders to refine our vision.
To ensure sustainability, we will pursue funding opportunities through programs
like Horizon Europe and partnerships with industry leaders committed to ethical
and decentralized web development.
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