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Abstract

Engineering methods for Web applications that do
not take changes of the system environment into
account are in danger of planning across purposes
with  reality. Modern Web applications are
characterized by dynamically evolving architectures of
loosely coupled content sources, components and
services from multiple organizations. The evolution of
such ecosystems poses a problem to management and
maintenance. Up-to-date architectural information
about the components and their relationships is
required in different places within the system.
However, this is problematic, because, manual
propagation of changes in system descriptions is both
costly and error-prone. In this paper, we therefore
describe how the publish-subscribe principle can be
applied to automate the handling of architecture
changes via a loosely-coupled event mechanism. We
investigate relevant architecture changes and propose
a concrete system of subscription topics and event
compositions. The practicality of the approach is
demonstrated by means of an implemented support
system that is compliant with the WS-Notification
specification.

1. Introduction

Today's Web applications are characterized by
interactions with various loosely coupled components
like other Web applications, Web services and content
sources. These relationships are not static but change
over time, which poses a major challenge to the task of
engineering such solutions [1]. New services join the
ecosystem, are integrated into the environment,
existing data providers are replaced, and the business
logic of Web applications evolves.

For example, a Web service that is deployed into
the ecosystem, is used by an increasing number of
Web applications and services over time. The
envisioned positive effects such a Web service, i.e. the

reduction of multiple implementations of functionality
into one single, reusable component, becomes now the
hindering factor for changing the functionality of the
service (i.e. hindering its own evolution): Maintenance
tasks and changes to the Web service may result in
unpredictable side effects, as it is in almost all cases
impossible to know every applications that depends on
this service. The risk increases with a rising
complexity and a higher connectivity between the
system's elements up to a degree, where the system
cannot be maintained efficiently any more.

To keep track of the system's evolution and to
maintain such a dynamic infrastructure, a systematic
approach to keep the system parts up-to-date is needed.
As a Web application becomes immediately aware of
current changes in its environment, it can react to the
event without human help. In the above example, the
Web application would be informed about the changed
endpoint address and would be able to reconfigure
itself.

The question is how Web applications and other
elements notice changes of the system's architecture. In
other words, the change has to be announced within
the ecosystem. The widely-used pattern of
publish/subscribe offers the concepts that are needed
here, as it is designed to propagate event notifications
in distributed environments [2].

In the following, we will present our approach to
publish and to process events indicating architecture
changes of the distributed Web environment. In the
next section, we briefly introduce the architecture
modeling language that we used as the foundation of
our work. Based on this, we highlight the nature of
interests that Web applications may have in
architecture changes and give examples. Section 4 and
5 give an understanding of our solution concept and
implementation, including concrete, architecture-
specific filter and message formats. They are followed
by a discussion on related approaches and a short
conclusion in section 6 and 7.



2. WebComposition Architecture Model

The publish-subscribe approach described in this
paper builds on the availability of architecture
descriptions, that are the subject of the mentioned
changes. We therefore begin by briefly outlining our
previous work, the WebComposition Architecture
Model (WAM), as an example of a model that supplies
a formal basis for such descriptions. WAM focuses on
the architecture of distributed Web-based systems in
the large, capturing aspects like e.g. the involved Web
services, how they invoke each other, and to which
organization they belong to. It especially supports the
modeling of federated identity management scenarios,
where users with accounts at partner organizations are
granted access based on trust relationships (e.g. by
accepting each other’s security tokens).

2.1. Graphical Modeling Notation
Figure 1 contains a WAM description of a fictitious
and simplified example scenario, where two

cooperating organizations with service-based Web
sites share data through the federated use of Web

services.
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Figure 1: WAM iExampIe diagram

The major functional components are modeled as
applications ~ SiteA, SiteB and as services
EventServicel-3, CmpService (Web services without
user interfaces). WAM also covers the modeling of
relevant non-Web components, as in this case the data
providers ExchServer, SAP-HR, which here represent
legacy systems containing calendar events. The
identity providers 1dP1, IdP2 are examples of non-
functional, security-infrastructure-related modeling
elements. In this case, they represent the authentication
sites, at which the employees of the two organizations
have their accounts and where the security tokens that
prove the users’ identities are issued. The two involved
organizations are modeled as rea/ms OrgA and OrgB,
which also mark the zone of validity for the security

tokens. WAM model elements are wired by a number
of relationships. In the example, applications and
services are connected with labeled invocations to
reflect the communication dependencies between them.
The trust relationship potentially extends the zone of
validity for security tokens from OrgB to OrgA,
allowing users from OrgB to access resources on OrgA
(e.g. the service EventService2) without the need for
separate accounts at OrgA. The visually implicit
parent realm relationship maps services and
applications to the containing realm, i.e. the owning
organization. Furthermore, the legacy relationship
connects Web applications and services to the
underlying non-web elements.

Related to the problem of architecture changes
addressed in this paper, WAM forms the basis for
structural snapshots for the evolving system.

2.2. Machine-Readable Notation

Whereas graphical modeling notations are helpful
in activities of human planning and communication,
they are unsuitable for being processed by tools.
Therefore, WAM also comprises a notation that
captures the same information as the human-readable
version, but is defined as an application of the XML
(called WAM-XML). On the one hand, this allows for
storing and exchanging machine-readable model
instances between designer tools. On the other hand,
runtime support and development tools can be
implemented that operate on the XML data, e.g. for the
purpose of monitoring, application configuration or
code generation. As a central component for such
support systems, an architecture registry, the WAM-
XML-Service, offers a Web service interface for
querying and manipulation model instances. The
registry serves as the central source of information
about the distributed system that must be updated
every time something changes. While the service
satisfies the need for the availability of machine-
readable system information, there remains the
challenge of reacting on such changes and propagating
them to the necessary locations (e.g. support tools) in
an effective manner. More details about WAM and its
semantics can be found in [3].

3. Architecture Evolution

As discussed, Web architectures are characterized
by both architecture elements and the relationships
between them. Over time new instances of elements
and relationships can be added, and existent ones can
be deleted or modified (e.g. changes in endpoint



URI’s). Every situation that leads to a change of the
ecosystem (cf. section 1) can be understood,
respectively defined as an architecture change event,
on which a reaction potentially has to follow.

During the evolution of the overall system, its
participants naturally have a vital interest in being
notified about the occurrence of architecture change
events. The following paragraph  discusses
requirements for dealing with architecture evolution
and gives examples of statements of interest in specific
architecture change events.

3.1. Requirements for Architecture Change
Events

A service-oriented Web application can have
numerous connections to Web services that act as
providers of data or business process functionality.
Therefore, this kind of application needs to ensure that
its relationships remain up-to-date. Additionally it has
to be kept informed if one of its services is shut down
or is not longer available within the distributed system
in order to provide failsafe operation. Especially as
system parts may be controlled by different
autonomous parties, there is a need for both current
and consistent system information, that even
transcends organizational boundaries.

Web services can be chained, i.e. an invocation

from a Web application to a Web service can cause
further calls from this service to other participants like
data providers [4]. Thus the Web application is
connected indirectly to other elements in the
architecture (cf. Fig. 1). The monitoring of such
complex structural relationships is of vital importance
for the successful operation of the application, because
the sole surveillance of directly connected partners is
not sufficient to identify erroneous or changed
situations. Consequently, mechanisms are needed with
an awareness _for complex dependencies.
Without additional support, applications and services
would have to inspect their surrounding themselves.
SiteB in the example above would control periodically
CmpService for changes. CmpService would have to
check Event Service 2 and 3 itself at regular intervals.
This poses problems to the scalability as is not
practical in large-scale environments, because
indirectly related components might not even be aware
of each other. Hence, support for a pro-active —
change-initiated notification mechanism is required
that allows interested architecture elements to react,
rather than having to act.

3.2. Interests in Architecture Change Events

There is a great diversity of potential interests in
changes of architecture elements that depend on the
structural composition of the architecture. We just
highlight three of them in order to give an idea how
different participants can have different needs.

Summarizing the conditions of the example above,
the following statement of interest from a Web
application's perspective can be deducted: “The
application needs to be notified about changes and
deletions of all elements that are invoked directly or
indirectly by this application.”

On the other hand, a service may have an interest to
become aware of new elements that will call it in the
near future. This information can e.g. be used to
estimate a potential load peak: “The Web service has
to be informed about any new invoke relationship
where the service itself is the called target.”

The third example focuses on the Web application
again. An application links to other independent Web
applications in the same domain, thus it has an interest
in receiving events of the following form: “The Web
portal needs to get notifications about any new Web
application that is located in the same realm as the
portal itself.”

4. Publish-Subscribe for Architectures

From the point of view that participating entities
have to be informed about the spontaneous occurrence
of events, the problem at hand is applicable to the
principle of asynchronous notification [3]. In the
following, we adopt the terminology from the WS-
Notification specification [5, 6, 7]. The place where
events can emerge and notifications are dispatched is
called notification producer. The consumer on the
other side receives the notifications and reacts
accordingly. A consumer can specify a filter in order to
state its interest in special events. This filter is
evaluated by the producer in order to decide whether to
send a notification to the consumer. The triple
(producer, consumer, and filter) is called subscription
and is administrated at the subscription manager.

To publish the occurrence of events resulting from
architecture changes, we propose to extend the
architecture registry with functionality to send
asynchronous notifications. Therefore it has to
implement the roles of notification producer and
subscription manager. If the architecture service
should receive notifications itself, it has to provide a
consumer interface as well.



In order to use the mechanisms of asynchronous
notification to publish the occurrence of events, two
major issues have to be solved: How to articulate an
interest in special events (filtering) and which
information to send as a notification payload (format).
Both have to be designed with the use case of
architectural eventing in mind.

4.1. Filtering Concept

From the examples mentioned above, we identified
three basic parts that together form a filter expression
for architecture change event filtering.

First, the type of the element affected by the event
has to be declared. Second, the operation that caused
the event needs to be specified. Together, these two
parts constitute, what happened. In simple cases these
two parts are sufficient to express a filter.

Possible element types depend on the architecture
model. In the case of WAM, these are security realm,
application, service, data provider, process unit,
identity provider, invocation, legacy relationship, and
trust relationship. The different operations are create,
update and delete.

These two of the overall three filter components can
be filtered by a topic-based path expression like it is
specified in WS-Topics (the so called “Full
TopicExpression Dialect”). The full range of possible
filters is defined by the following Backus-Naur form
(BNF) expressions:

<expr> ::="wam:" <object> "/"
<operation>
<object> ::= <element> |
<relation> |
<entity> ::= "Service" |
"Application" |
"ProcessUnit" |
"SecurityRealm" |
"ldentityProvider" |
"DataProvider"
<relation> ::= "Invocation" |
"TrustRelationship" |
"LegacyRelationship"
<operation> ::= "create" | "update" |
"delete" | "*"

In order to provide the capability to specify
notification filters that take the structural context of the
event into account, the third filter part is a set of
architectural conditions, specifying where the change
happened. By providing a problem-specific set, a
subscriber declares its accurate interest in notifications

that arise in a special context of the distributed
environment. In the case of WAM, these conditions are
based on trust, invocation, connection, and parent/child
relationships. Additionally the possibility of being
accessed by or of being able to call a special
participant can be checked, too.

In contrast to the affected element and the operation
that caused the event, the structural context cannot be
filtered with a topic-based expression due to its
complexity. Content-based filtering is needed here, as
the adequate context will be transferred as part of
every notification (cf. section 4.2.). To express these
conditions and to form a localization filter, XML is
used:

<ace:Filter>
<ace:InvokedBy>
wam:Application
</ace:InvokedBy>
<ace:ChildOf Direct="True">
urn:example.org:wamRealmld
</ace:ChildOf>
< ace:Callable>
urn:example.org:wamsServiceld
</ace:Callable>
</ace:Filter>

This example evaluates to true if it is applied to
CmpService in Figure 1. CmpService is called by an
application (SiteB), it is a child of realm OrgB, and it
can call EventService3. As the XML fragment shows,
conditions can be used in a generic way (“InvokedBy”)
or they can point at one special architectural element
specified by its identifier (“ChildOf” and “Callable”).
The attribute “Direct” indicates, that the two
corresponding architecture elements must be connected
directly with one relationship instance. If it is missing,
the connection can be either direct or indirect.

The combination of topic-based and content-based
filtering helps to reduce the flow of notifications from
producer to consumer. Hence, the application of the
filter can be split into two parts to be evaluated at
different parts of the notification system.

4.2. Notification Format

An important design factor for the notification
format is the inclusion of the right amount of
information into the messages. Unlike the behavior of
the observer pattern [8], the new overall system state
should not have to be fetched by the consumer itself
after every received event notification, as this would
cause unnecessary communication for the distributed
case at hand. Therefore, it is advisable to provide



additional event information in every notification that
is sufficient to match the event to subscriptions and
interpret the event without further outside knowledge.
For the architecture changes in this work, this includes
at least:

the type of the affected architecture element

the name of the operation that caused the event
the structural context

the description of the architecture element itself

The affected element's context can be computed
from the architecture model. To enable a uniform
approach, the model is transformed into a graph. To
demonstrate the general strategy, Figure 2 shows the
graph corresponding to the depicted WAM model. The
links between the realm OrgB and the other elements
represent the parent/child relationship between them.
The links connecting SiteB to NewsService and
CmpService are invocation relationships, the same
applies to the connection between CmpService and
EventService2.
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Figure 2: WAM diagram and graph abstraction

Figure 3 displays the context of the application
SiteB, where the above graph is reduced to the links
and nodes that form the (direct and indirect)
environment of the application, comparable to a
transitive closure. This context is serialized into an
XML fragment and is included in any event
notification where SiteB is the affected model element.
Hence, the event can be matched against any filter
expression, including filters that e.g. state the interest
in applications that indirectly rely on a certain service.
As the context filter is expressed in XML, the context
itself as part of the notification can be converted into
XML as well.

OrgB

NewsService
direct| parent

direct invocation
direct invocation

SiteB indirect invocation

Event
Service2

Figure 3: Context of SiteB

5. Application of Architectural Eventing

As a prove of concept, we have implemented the
distribution of architecture change event notifications
between the mentioned WAM-XML-Service and an
instance of the WebComposition Service Linking
System (WSLS) framework that includes a so called
ServiceCard-Registry to keep track of connected Web
services [9, 10].

The following sections briefly introduce the WSLS
framework and give an overview how WAM-XML-
Service and  ServiceCard-Registry  exchange
notifications.

5.1. WSLS and the ServiceCard-Registry

WSLS is a framework for building service- and
component-oriented Web applications. For every
accessed Web service there exists a so called
ServiceCard document, that holds the necessary
metadata about the service. Each ServiceCard contains
data like the service's endpoint address, creation date,
and a human-readable name. The ServiceCards are
saved and administrated by a dedicated Web service
with the name ServiceCard-Registry. The example in
Figure 4 shows a Web site implemented with WSLS
(image on the left) and the ServiceCard-Registry's user
interface (front image). The access from the Web site
to the independent news service is mapped with a
ServiceCard in the ServiceCard-Registry. This real-life
relationship corresponds to the WAM invocation
relationship stored inside the architecture registry.
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Figure 4: WSLS Web application and the
ServiceCard-Registry

5.2. Collaboration between ServiceCard-

Registry and WAM Service

As denoted in Figure 5, the WAM-XML-Service
and the ServiceCard-Registry exchange notifications
about architecture changes. The loose coupling
between the two components is established using the
concepts introduced in the precedent chapter. The
ServiceCard-Registry needs to be notified about any
service deletion or modification that affects one of its
ServiceCards. The topic-based path expression for this
interest is:

wam:Service/*

WSLS

WS-Motification

WWAM
Maodel

Figure 5: ServiceCard-Registry and WAM
Service

The appropriate structural filter part in this case
limits the returned events to the ones where the
affected Web service is the direct target of an

invocation relationship from the WSLS Web
application:
<ace:Filter>
<ace:InvokedBy Direct="True">
urn:example.org:wamAppld
</ace:InvokedBy>

</ace:Filter>

If an event that matches these two filter components
occurs in the system, the ServiceCard-Registry is
notified and reacts accordingly. Is for example a
service removed from the architecture model, it cannot
be accessed by the WSLS application any more. Hence
the corresponding ServiceCard has to be deleted.

Additionally the creation or deletion of an
invocation relationship between WSLS and any Web
service has an impact on the ServiceCard-Registry
model. In these two cases a new ServiceCard has to be
integrated into its model or an existent one has to be
removed. Again, the topic-based path expression is
quite simple:

wam:Invocation/create |
wam:Invocation/delete

As only invocation relationships are needed that
point from the Web application to the service, the
structural filter part looks like this:

<ace:Filter>
<ace:LinkFor>
urn:example.org:wamAppld
</ace:LinkFor>
</ace:Filter>

“LinkFor” is the architectural condition that is used
to check whether a relationship is linked with a
dedicated architecture element. If the invocation
relationship between the WSLS application and any
service is deleted in the architecture, the corresponding
ServiceCard is removed. In reverse, a new ServiceCard
is created if the ServiceCard-Registry is notified about
a new invocation relationship to a Web service.

These two example filters demonstrate, how
architectural filtering can be used to receive only the
architecture notifications that are needed in a special
problem domain. With the help of simple filter
expressions, complex architectural relationships can be
checked. Vice versa, the WAM-XML-Service is
notified about any relevant change that occurs at the
WSLS application and in the ServiceCard-Registry.
Consequently, the architecture model is kept up-to-date
automatically.



6. Related Approaches

The work described in this paper is partially related
to approaches from the fields of Web service
management tools, architecture modeling languages
and Web service registries.

The Notification Service Provider Framework
(NSPF) [11] and the Service-oriented Monitoring
Registry (SOMR) [12] are two examples of approaches
to control Web service availability and to detect
service interface changes. If a service cannot be called
anymore due to network failure or service shutdown, a
notification is sent. Additionally the service's interface
description is compared continuously to a previously
stored copy. In case of differences, subscribers get
called immediately. These two tools can publish
notifications about Web service changes, but they have
no knowledge of the overall system's architecture.

IBM's UML 2.0 profile for software services offers
the means to model services and service-oriented
architectures [13]. There exist model elements like
services, messages, protocols and service consumers.
However, without publish/subscribe mechanisms to
keep the architecture up-to-date, this modeling
approach is limited to be used in the design phase.

Other modeling languages target the description of
service compositions. For example, the Business
Process Modeling Notation (BPMN) [14] offers a
graphical notation for specifying business processes
that can be realized by Web services calls. Such
languages focus on the succession of Web service calls
for executing a process, rather than on architectural
dependencies between the services, and are therefore
complementary to architecture models like WAM.

Microsoft’s Dynamic Systems Initiative (DSI) is an
approach to ease the design and the operation of
distributed systems [15]. The System Definition Model
(SDM) plays a key role in the DSI concept to model
such systems. A dedicated SDM service administrates
and keeps the model up-to-date. At design time, the
architecture can be planned visually with elements like
ASP.NET Web applications and ASP.NET Web
services, thus the proposal is not platform-independent.

UDDI [16] and the ebXML Registry [17,18] are
both directory services that allow users to create
subscriptions in order to receive event notifications.
An event is defined in both registries as a change in a
result set of a search query. Thus notification filters are
described as normal search queries as they are used by
users or clients to browse the stored data objects. Due
to the large amount of different types of registry
elements, the composition of search requests that filter

architecture change events is a complex and error-
prone task.

7. Conclusion and Future Work

Our solution concept and the developed example
implementation showed that Web applications can
benefit from publication of events related to changes in
Web architectures. With the help of topic- and content-
based filtering, consumers can explicitly specify their
interest in certain events that takes the event's
localization into account. Our example coupled an
architecture registry and a Web application that is
notified about new or changed Web services in its
reach.

In our example, the topic- and the content-based
filtering specifications are evaluated
at different places in order to improve the system's
scalability. The
comparison of the subscription's and the notification's
topics is
executed inside of the event publication system. The
much more complex
examination of the filter's localization conditions is
executed at the
consumer, in order to relieve the publication system
and to increase the maximum amount of consumers.
The behavior of this filter distribution in situations
with a high load of notifications and the upper border
of the system's throughput have to be evaluated in our
future work.

The wused basic technology WS-Notification
appeared to be easy adaptable to our problem at hand
of delivering event notifications about architecture
changes.

The current solution can be extended with new
notification consumers and producers. Further Web
application frameworks can receive event notifications
by subscribing at the WAM-XML-Service and
implementing the simple WS-Notification consumer
interface.

Another area to be researched is the coupling of
different  architecture registries to  exchange
notifications  of  architecture  changes across
organizational boundaries.
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