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Abstract. Technologies like XML and Web Services have posed new require-
ments to authentication, authorization and identity management for the Web as
an application platform. Beyond merely providing access control for a single
isolated system, modern, flexible architectures support a business-spanning fed-
eration of applications and services by sharing digital identities. The diversity
of today’s specifications and the many aspects to be considered, like e.g. pri-
vacy, system integrity and distribution in the Web, makes the construction of
these architectures a very time-consuming task. Thus, a uniform view on the
overall system is needed that abstracts from technological issues. This can be
achieved by extracting the core concepts from the emerging Federation tech-
nologies and specifications and formalize them to an extent that they can be
used as a foundation for configurable applications and services. In this paper,
we introduce a solution catalogue of reusable building blocks for Identity and
Access Management (IAM). We also present a configurable system that sup-
ports IAM solutions in Web-service-based applications.

1 Introduction

Among the many aspects to be considered during the engineering of Web-based ap-
plications and systems is the establishment of an adequate Identity and Access Man-
agement concept. Today we are faced with a large number of heterogeneous, partly
Web-based business applications from different companies that are all in need of ac-
cess control as well as the related management of identities. Moreover, many products
implement their own access control mechanisms, leading to the challenge of manag-
ing a company’s overall security policy and raising unnecessary costs. Even more dif-
ficulties have to be overcome when applications under the control of different organi-
zations are involved. These problems have been recognized [1] and resulted in
standardization efforts aimed at the construction of systems that are interoperable in
terms of security. The principal idea behind such solutions is to make use of Web ser-
vice technology to separate authentication and authorization mechanisms from the
applications themselves. Thus, federated architectures are realized by sharing identity
and access information. In this context, the Security Assertion Markup Language
(SAML) has been specified by OASIS as an XML-based notation for exchanging se-
curity-relevant information [2]. Furthermore, the Liberty Alliance project is con-
cerned with standardized mechanisms for discovering and offering identity-related
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services and applications [3]. Similarly, WS-Federation defines access profiles that
describe, how and in which order the messages necessary for a federated authorization
process are exchanged between the involved browsers, clients and servers [4]. Be-
cause of the high number of different aspects to be concerned, like security technolo-
gies, cryptographic algorithms, and communication protocols, solutions based on
those standards entail a high degree of complexity, demanding for abstraction.

In this paper, we propose reusable building blocks based on a simple, extendable
model, the Federated Identity Model. The building blocks provide solutions to com-
mon problems using concepts from security and federation specifications. They have
also laid the foundation for the idFS system, an implementation of distributed Web
access control that supports the building-block-based approach.

2 A UML-Based Federated Identity Model

The construction and operation of distributed, federated applications that apply the
mentioned specifications and technologies demand for a dedicated and comprehensive
support. Especially with large identity infrastructures, notations are required to model
the structure of the architecture on an abstract level. As one step in this direction, we
propose FIM, the Federated Identity Model. FIM is based on our experience and is
not intentioned to cover all federation aspects in full. It should rather be seen as a
framework that can be extended with additional elements, like for example pseudo-
nym services, and will evolve over time. The model abstracts from the actual tech-
nologies in favor of a view centered on potential real-world scenarios. We chose
UML to define a set of classes for the modeling elements. As FIM merely serves as
the foundation for the focused building blocks, we omit the extensive UML diagram
and give a brief description of the most important classes.

Resources are the parts of the system that provide the actual business functionality
seen on an application/service level. In the context of federation, they represent the
subjects to be shared between the federation partners. Unlike resources, Security To-
ken Services (STS) are only auxiliary architecture components providing a safe and
federation-enabled identity management infrastructure. Currently, the model com-
prises two types of STS, which issue the tokens necessary for accessing the resources.
In the case of Identity Providers (IP), the tokens concern identities (e.g. “The owner
of this token, who signs messages with the cryptographic key A, has the identity B!”).
In the case of Resource Security Token Services, they contain authorization state-
ments (e.g. “The user with the identity B is allowed to access the Web site C to per-
form the set of operations D!”).

Within the model, all resources and security token services (collectively denoted as
Federation Nodes) own a certificate providing a private key for message security?.
Every federation node can make statements in messages that nodes may choose to be-
lieve or not, depending on their trust relationships. This association is directed and
simply means that one node knows another node by possessing its public key. Hence,
it cryptographically trusts certain types of (signed) statements from the other node.

! For simplicity, we assume a PKI is used; other cryptographic options are also possible.















